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X86 Test Cases
Security and Compatibility

TEST CASE 1. Verify all of the application’s executables contain an embedded manifest that define its execution level (Req:1.1)
	Check point
	Result
	Reason

	1. All executables with .exe extension contained an embedded manifest.
	
	

	2. All of manifests define the level of execution in order to pass this test case.
	
	

	3. The requestedExecutionLevel tag in each manifest must have the attribute “uiAccess” set to “false”.
	
	

	4. The application’s main executable “requestedExecutionLevel” tag must have level=”asInvoker”
	
	

	5. Any application that is required to run as an administrator or requires an elevated privilege to run properly must receive a waiver from Microsoft
	
	

	6. Applications that require input from the UI of any other window; regardless of the relationship to the application may set the “uiAccess” attribute to “true” and will need to apply for the waiver from Microsoft
	
	


Result: Passed
TEST CASE 2. Verify Least-Privilege Users cannot modify other users documents or files (Req:1.1)
(ONLY APPLIES TO APPLICATIONS THAT CAN SAVE FILES. LOG N/A IF THE TEST CASE DOESN’T APPLY)
	Check point
	Result
	Reason

	1. The application must not edit the ACLS of the “%SYSTEMDRIVE%\User” and the User’s directories
	
	

	2. The application does not allow any Least-Privileged user to edit, change, modify, delete or rename any other user’s created files
	
	


Result: N/A
TEST CASE 3. Verify Least-Privilege user is not able to save files to Windows System directory (Req:1:1)

(ONLY APPLIES TO APPLICATIONS THAT CAN SAVE FILES. LOG N/A IF THE TEST CASE DOESN’T APPLY)
	Check point
	Result
	Reason

	1. The application must not edit the ACLS of the “%SYSTEMDRIVE%\Windows” directory
	
	

	2. The application must not allow the Least-Privileged user to save any files to Windows System directory
	
	


Result: N/A
TEST CASE 1. Verify application installed executables and files are signed (Req:1.3)
	Check point
	Result
	Reason

	1. Each application executable with an extension of exe, .dll, .ocx, .sys, .cpl, .drv and .scr must contain a valid signature
	
	


Result: Passed
TEST CASE 5. Verify all kernel-mode drivers installed by the application are signed (Req:1.4)

(ONLY APPLIES TO APPLICATIONS INSTALL KERNEL DRIVERS. LOG N/A IF THE TEST CASE DOESN’T APPLY)
	Check point
	Result
	Reason

	2. Each application executable with an extension of exe, .dll, .ocx, .sys, .cpl, .drv and .scr must contain a valid signature
	
	


Result: N/A
TEST CASE 6. Verify application properly checks for Operating System version (Req:1.6)
	Check point
	Result
	Reason

	1. The application installer and all executables installed by the application must use the GetVersion or GetVersionEx API when checking for the version of Windows
	
	

	2. If the application is supposed to fail due to the Version of Windows being greater than Window Vista, it must do so gracefully by a pop-up message informing the user and writing a message to the Windows NT Event Log.
	
	


Result: Passed
TEST CASE 7. Verify application launches and executes properly using Fast User Switching (Req.1.8)
	Check point
	Result
	Reason

	1. The application can be successfully launched by User2 while User1 is logged on to the machine in another session. 
	
	

	2. The application can be successfully launched concurrently by both users.
	
	

	3. If application does not support concurrent user sessions, it must pop-up a message indicating this to the User and write a message to the Windows NT Event Log
	
	

	4. If the application uses sounds, it must not be heard in another user’s session while logged on through the Fast User Switching method
	
	


Result: Passed
TEST CASE 8. Verify application launches and executes properly using Remote Desktop (Req.1.8)
	Check point
	Result
	Reason

	1. The application remained in the same state without crashing when using Remote Desktop to terminal serve into the machine.
	
	

	2. The application is able to be successfully re-launched and perform the operation above by logouser1 through Remote Desktop.
	
	

	3. If application does not support Remote Desktop, it must pop-up a message indicating this to the User and writes a message to the Windows NT Event Log
	
	


Result: Passed
TEST CASE 9. Verify drivers and services start in Safe-Mode. (Req:1.10)

(ONLY APPLIES TO APPLICATIONS THAT WRITE TO THE SAFEBOOT REGISTRY KEYS. LOG N/A IF THE TEST CASE DOESN’T APPLY)
	Check point
	Result
	Reason

	1. All drivers and services that were written to the safeboot registry keys by the application are started when the machine is running in safe-mode and can be verified in Windows Task Manager.
	
	

	2. If the application wrote any drivers or services to either safeboot registry key, those drivers and services must run without error and the application must be able to perform the normal operation above when the machine is running in Safe-Mode in order to pass this test case.
	
	

	3. If the application writes to either safeboot registry keys, documentation must be provided to Microsoft detailing the reasoning why the application must run in Safe-Mode and will need to apply for the waiver from Microsoft
	
	


Result: N/A
Install/Uninstall

TEST CASE 2. Verify application installer uses Windows Installer. (Req:2.1)
	Check point
	Result
	Reason

	1. Install package contains an .msi extension.
	
	

	2. If install package does not contain an .msi extension, Windows Task Manager shows that msiexec.exe has been executed.


	
	

	3. Applications that use a ClickOnce installer that has a .manifest or .application extension
	
	


Result: Passed
TEST CASE 4. Verify application’s MSI installer does not receive any errors from the Internal Consistency Evaluators. (Req:2.1)

(IF APPLICATION DOES NOT USE WINDOWS INSTALLER FAIL THIS TEST CASE. LOG N/A IF APPLICATION IS CLICKONCE.)
	Check point
	Result
	Reason

	1. The application’s MSI package must not receive any errors in the Internal Consistency Evaluators (ICE) 1-2, 4-7, 9-15, 17-24, 27-31, 33-36, 38, 40-57, 59, 61-63, 65, 67-71, 74-78, 81-84, 86-87, 89-94, 96-99 when validated
	
	


Result: Passed
TEST CASE 5. Verify application’s installer contains an embedded manifest (Req:2.2)

(ONLY APPLIES TO APPLICATIONS THAT ARE USING A NON-SELF-CONTAINING BOOTSTRAPPER OR CHAINER TO INSTALL THE APPLICATION. LOG N/A IF THE TEST CASE DOESN’T APPLY)
	Check point
	Result
	Reason

	1. The application’s install executable must contain an embedded manifest which defines the level of execution
	
	

	2. The requestedExecutionLevel tag in each manifest must have the attribute “uiAccess” set to “false”.
	
	

	3. Bootstrappers that do not explicitly require elevation must have requestedExecutionLevel tag set to “asInvoker”.
	
	


Result: N/A
TEST CASE 6. Verify application launches with installed user token (Req:2.2)

(ONLY APPLIES TO APPLICATIONS THAT LAUNCH AFTER THE INSTALLATION HAS COMPLETED. LOG N/A IF THE TEST CASE DOESN’T APPLY)
	Check point
	Result
	Reason

	1. The application’s install executable and the application’s launched executable must contain the same level of execution shown in their requestedExecutionLevel tags in order to pass this test case. This means that both the install executable and the application’s launched executable can be executed by the same user.
	
	

	2. By default Windows Installer files (.msi extensions) are executed “asInvoker”. The application’s executable launched by Windows Installer after install must have the requestedExecutionLevel tag set to “asInvoker”
	
	


Result: N/A
TEST CASE 7. Verify application installs to the correct folders by default (Req:2.3)
	Check point
	Result
	Reason

	1. The application must only install to a subdirectory of Program Files or the user’s AppData directories by default
	
	

	2. If the application installs drivers and/or Windows redistributive components they may be installed to existing Windows directories.
	
	

	3. Per machine installs must install to Program Files by default
	
	

	4. Per machine installs have no correct user AppData directory because elevation may be needed; user data must be written at first run and not during install
	
	


Result: Passed
TEST CASE 8. Verify ClickOnce application is signed with a valid Authenticode Certificate (Req:2.4)

(ONLY APPLIES TO APPLICATIONS THAT USE CLICKONCE FOR DEPLOYMENT. LOG N/A IF THE TEST CASE DOESN’T APPLY)
	Check point
	Result
	Reason

	1. ClickOnce applications must prompt the user with the Security Warning pop-up message box and must contain a link to the signed certificate
	
	

	2. The file must be signed with a valid Authenticode Certificate
	
	


Result: N/A
TEST CASE 9. Verify ClickOnce application only stores data in installed user’s folders and does not write to WRP registry keys during install.  (Req:2.5)

(ONLY APPLIES TO APPLICATIONS THAT USE CLICKONCE FOR DEPLOYMENT. LOG N/A IF THE TEST CASE DOESN’T APPLY)
	Check point
	Result
	Reason

	1. The ClickOnce application did not write to WRP registry keys during install.


	
	

	2. ClickOnce applications must only store data in the installed user’s folder and was only accessible by that user
	
	

	3. ClickOnce applications that write to any registry key must provide documentation to Microsoft detailing the reasoning why the application wrote to the registry as well as which keys were written to
	
	


Result: N/A
TEST CASE 10. Verify Windows Installer package contains Manufacturer, ProductCode, ProductLanguage, ProductName, ProductVersion (major and minor), and UpgradeCode property tags and that they are not null (Req:2.7)

(IF APPLICATION DOES NOT USE WINDOWS INSTALLER FAIL THIS TEST CASE. LOG N/A IF APPLICATION IS CLICKONCE.)
	Check point
	Result
	Reason

	1. The Windows Installer package contained Manufacturer, ProductCode, ProductLanguage, ProductName, ProductVersion (major and minor) 
	
	

	2. The Windows Installer package contained UpgradeCode, ProductVersion (VersionMin and VersionMax) property tags in the Upgrade table with the UpgradeCode, ProductVersion (VersionMin must not be null 
	
	

	3. The UpgradeCode in the Upgrade table must be identical to the UpgradeCode in the Property table. This means the application properly prepared for upgrade to address the previous package and properly prevents an older package from installing over a new package.
	
	

	4. The ProductCode and UpgradeCode tables must be in a properly formatted GUID (see NOTES below) in order to pass this test case.
	
	

	5. If the application is installed via a bootstrapper or chainer, these property tags must be set in all the Windows Installer packages that are called from the bootstrapper or chainer
	
	

	6. If the application’s Windows Installer uses MSI chaining only one of the chained MSI packages must contain an Upgrade table
	
	


Result: Passed
TEST CASE 11. Verify application creates uninstall registry key and values (Req:2.7) 
	Check point
	Result
	Reason

	1. The application must contain the above uninstall registry key and all the entries above in that key contained valid information matching the information submitted by the ISV and are not null
	
	


Result: Passed
TEST CASE 12. Verify application does not try to write to or replace any WRP registry keys or files (Req:2.9) 
	Check point
	Result
	Reason

	1. Application does not try to write to or replace any WRP registry keys or files during installation.
	
	

	2. Application does not try to write to ro replace any Windows system files during executing normal operations.
	
	

	3. Application does not pop up any warning dialog during installing and executing period.
	
	


Result: Passed
TEST CASE 13. Verify the application does not use nested install custom actions (Req:2.10) 

(IF APPLICATION DOES NOT USE WINDOWS INSTALLER FAIL THIS TEST CASE. LOG N/A IF APPLICATION IS CLICKONCE.)
	Check point
	Result
	Reason

	1. The application’s Windows Installer CustomAction table must not use nested install custom actions that were of type 7, 23 and 39 in order to pass this test case.


	
	


Result: Passed
TEST CASE 14. Verify the application does not add custom columns to the Windows Installer’s standard tables and that any custom tables or properties are not prefixed with ‘msi’ (Req:2.10) 

(IF APPLICATION DOES NOT USE WINDOWS INSTALLER FAIL THIS TEST CASE. LOG N/A IF APPLICATION IS CLICKONCE.)
	Check point
	Result
	Reason

	1. The application’s Windows Installer must not add any custom columns to the MSI standard tables in order to pass this test case.

	
	

	2. Any created custom tables or properties for those tables must not be prefixed with ‘msi’ in order to pass this test case.

	
	

	3. The application’s Windows installer must not call Gacutil through a custom action.

	
	


Result: Passed
TEST CASE 15. Verify the application rolls back the install and restores machine back to previous state (Req:2.10) 

(IF APPLICATION DOES NOT USE WINDOWS INSTALLER FAIL THIS TEST CASE. LOG N/A IF APPLICATION IS CLICKONCE.)
	Check point
	Result
	Reason

	1. The application must roll back the install at failure and restored the machine back to its previous state.

	
	


Result: Passed
TEST CASE 16. Verify the application does not force a reboot during install (Req:2.12) 

(IF APPLICATION DOES NOT USE WINDOWS INSTALLER FAIL THIS TEST CASE. LOG N/A IF APPLICATION IS CLICKONCE.)

	Check point
	Result
	Reason

	1. The application’s Windows Installer did not use the ForceReboot action.

	
	

	2. If the application’s Windows Installer uses the ForceReboot action; documentation must be provided to Microsoft detailing the reasoning for the need to use this action
	
	

	3. In order to qualify for an exception: if the application needs to force a reboot after install the user must be given the option to reboot now or later, in which case the ForceReboot action can be used.
	
	


Result: Passed
TEST CASE 17. Verify the application properly handles files in use during install (Req:2.12) 

(IF APPLICATION DOES NOT USE WINDOWS INSTALLER FAIL THIS TEST CASE. LOG N/A IF APPLICATION IS CLICKONCE.)
	Check point
	Result
	Reason

	The application’s Windows Installer package must contain the MsiRMFilesInUse Dialog and the Title column must contain a title that includes the application name in order to pass this test case. This means the application properly handles files in use by other applications and properly attempts to shut and restart them as needed during installation.
	
	


Result: Passed
TEST CASE 18. Verify the application can be installed quietly from the command line (Req:2.13) 

(IF APPLICATION DOES NOT USE WINDOWS INSTALLER FAIL THIS TEST CASE. LOG N/A IF APPLICATION IS CLICKONCE.)
	Check point
	Result
	Reason

	1. The application must be able to install quietly from the command line using /qn FASTOEM=1 (no UI is displayed during installation and no interaction is needed to complete the install)
	
	

	2. If the application uses any other custom command line switches; documentation must be provided to Microsoft detailing the custom command line switches must and their use
	
	


Result: Passed
TEST CASE 19. Verify the application’s Windows Installer ComponentID table does not contain null values (Req:2.14) 

(IF APPLICATION DOES NOT USE WINDOWS INSTALLER FAIL THIS TEST CASE. LOG N/A IF APPLICATION IS CLICKONCE.)
	Check point
	Result
	Reason

	1. The application’s Windows Installer must contain a value in the ComponentId column for all the components listed in the Component table in order to pass this test case.
	
	

	2. If the application’s Windows Installer has any Component listed in the Component table with a null ComponentID; documentation must be provided to Microsoft detailing the reason for the null value
	
	


Result: Passed
TEST CASE 20. Verify the application’s Windows Installer Package does not contain more than one COM Server for each Component (Req:2.14) 

(IF APPLICATION DOES NOT USE WINDOWS INSTALLER FAIL THIS TEST CASE. LOG N/A IF APPLICATION IS CLICKONCE.)
	Check point
	Result
	Reason

	1. The application’s Windows Installer must not contain more than one COM Server (if any) per component listed in the Component table in order to pass this test case.

	
	


Result: Passed
TEST CASE 21. Verify the application’s Windows Installer Package does not contain more than one shortcut for each component (Req:2.14) 

(IF APPLICATION DOES NOT USE WINDOWS INSTALLER FAIL THIS TEST CASE. LOG N/A IF APPLICATION IS CLICKONCE.)

	Check point
	Result
	Reason

	1. The application’s Windows Installer must not contain more than one file that is to be use with a Start Menu or Desktop shortcut for each component listed in the Component or Shortcut tables in order to pass this test case.

	
	


Result: Passed
Reliability
TEST CASE 22. Verify the application is Restart Manager Aware (Req:3.1) 
	Check point
	Result
	Reason

	1. Using the Restart Manager Tool the application was able to be shutdown via the RMShutdown API quietly without user interaction while idle and restarted
	
	

	2. if the application was designed to restart after shutdown.
	
	

	3. The application must be idle and must not be running or performing any operations while performing this test case.


	
	

	4. There must be both an Information message with “Source” listed as RestartManger for each shutdown and restart action performed by Restart Manager in the Windows Application Logs on each executable above
	
	


Result: Passed
TEST CASE 23. Verify application does not break into a debugger with the specified AppVerifier checks (Req:3.2) 
	Check point
	Result
	Reason

	1. All application’s executables with a .exe extension must run and must not break into the debugger while executable is attached to AppVerifier with the above AppVerifier checks in order to pass this test. 
	
	


Result: Passed
TEST CASE 24. Verify that the application only handles exceptions that are known and expected (Req:3.2) 

	Check point
	Result
	Reason

	1. All of the application’s executables above; when injected Access Violation (AV) resulted in the application crashing and must display the WER (Windows Error Reporting) dialog message in order to pass this test case. This means that the application AV failure properly allowed Windows Error Reporting to report this crash.


	
	

	2. There must be both an Error message with “Source” listed as Application Error and an Information message with “Source” listed as Windows Error Reporting for each executable above in order to pass this test case.


	
	


Result: Passed
X64 Test cases

TEST CASE 2. Verify Least-Privilege Users cannot modify other users documents or files (Req:1.1)
(ONLY APPLIES TO APPLICATIONS THAT CAN SAVE FILES. LOG N/A IF THE TEST CASE DOESN’T APPLY)
	Check point
	Result
	Reason

	3. The application must not edit the ACLS of the “%SYSTEMDRIVE%\User” and the User’s directories
	
	

	4. The application does not allow any Least-Privileged user to edit, change, modify, delete or rename any other user’s created files
	
	


Result: N/A
TEST CASE 3. Verify Least-Privilege user is not able to save files to Windows System directory (Req:1:1)

(ONLY APPLIES TO APPLICATIONS THAT CAN SAVE FILES. LOG N/A IF THE TEST CASE DOESN’T APPLY)
	Check point
	Result
	Reason

	3. The application must not edit the ACLS of the “%SYSTEMDRIVE%\Windows” directory
	
	

	4. The application must not allow the Least-Privileged user to save any files to Windows System directory
	
	


Result: N/A
TEST CASE 1. Verify application installer does not have a 16-Bit installer, does not use or rely on 16-Bit code or components and does not attempt to install any non 64-Bit drivers on x64 versions of Windows regardless if application is a Win32 application or is native to 64-bit (Req:1.2)
	Check point
	Result
	Reason

	1. The application installed without generating an Error.
	
	

	2. The application installed without generating a driver warning message.
	
	

	3. The application launched and is able to perform the operation above without crashing
	
	


Result: Passed
TEST CASE 5. Verify all kernel-mode drivers installed by the application are signed (Req:1.4)

(ONLY APPLIES TO APPLICATIONS INSTALL KERNEL DRIVERS. LOG N/A IF THE TEST CASE DOESN’T APPLY)
	Check point
	Result
	Reason

	3. Each application executable with an extension of exe, .dll, .ocx, .sys, .cpl, .drv and .scr must contain a valid signature
	
	


Result: N/A
TEST CASE 6. Verify application launches and executes properly using Fast User Switching (Req.1.8)
	Check point
	Result
	Reason

	5. The application can be successfully launched by User2 while User1 is logged on to the machine in another session. 
	
	

	6. The application can be successfully launched concurrently by both users.
	
	

	7. If application does not support concurrent user sessions, it must pop-up a message indicating this to the User and write a message to the Windows NT Event Log
	
	

	8. If the application uses sounds, it must not be heard in another user’s session while logged on through the Fast User Switching method
	
	


Result: Passed
TEST CASE 7. Verify application launches and executes properly using Remote Desktop (Req.1.8)
	Check point
	Result
	Reason

	4. The application remained in the same state without crashing when using Remote Desktop to terminal serve into the machine.
	
	

	5. The application is able to be successfully re-launched and perform the operation above by logouser1 through Remote Desktop.
	
	

	6. If application does not support Remote Desktop, it must pop-up a message indicating this to the User and writes a message to the Windows NT Event Log
	
	


Result: Passed
TEST CASE 1. Verify application launches with installed user token (Req:2.2)

(ONLY APPLIES TO APPLICATIONS THAT LAUNCH AFTER THE INSTALLATION HAS COMPLETED. LOG N/A IF THE TEST CASE DOESN’T APPLY)
	Check point
	Result
	Reason

	3. The application’s install executable and the application’s launched executable must contain the same level of execution shown in their requestedExecutionLevel tags in order to pass this test case. This means that both the install executable and the application’s launched executable can be executed by the same user.
	
	

	4. By default Windows Installer files (.msi extensions) are executed “asInvoker”. The application’s executable launched by Windows Installer after install must have the requestedExecutionLevel tag set to “asInvoker”
	
	


Result: N/A
TEST CASE 2. Verify application installs to the correct folders by default (Req:2.3)
	Check point
	Result
	Reason

	5. The application must only install to a subdirectory of Program Files or the user’s AppData directories by default
	
	

	6. If the application installs drivers and/or Windows redistributive components they may be installed to existing Windows directories.
	
	

	7. Per machine installs must install to Program Files by default
	
	

	8. Per machine installs have no correct user AppData directory because elevation may be needed; user data must be written at first run and not during install
	
	


Result: Passed
TEST CASE 1. Verify ClickOnce application only stores data in installed user’s folders and does not write to WRP registry keys during install.  (Req:2.5)

(ONLY APPLIES TO APPLICATIONS THAT USE CLICKONCE FOR DEPLOYMENT. LOG N/A IF THE TEST CASE DOESN’T APPLY)
	Check point
	Result
	Reason

	4. The ClickOnce application did not write to WRP registry keys during install.


	
	

	5. ClickOnce applications must only store data in the installed user’s folder and was only accessible by that user
	
	

	6. ClickOnce applications that write to any registry key must provide documentation to Microsoft detailing the reasoning why the application wrote to the registry as well as which keys were written to
	
	


Result: N/A
TEST CASE 1. Verify application creates uninstall registry key and values (Req:2.7) 
	Check point
	Result
	Reason

	2. The application must contain the above uninstall registry key and all the entries above in that key contained valid information matching the information submitted by the ISV and are not null
	
	


Result: Passed
TEST CASE 2. Verify application does not try to write to or replace any WRP registry keys or files (Req:2.9) 
	Check point
	Result
	Reason

	1.
Application does not try to write to or replace any WRP registry keys or files during installation.


	
	

	2.
Application does not try to write to ro replace any Windows system files during executing normal operations.
	
	

	3.
Application does not pop up any warning dialog during installing and executing period.
	
	


Result: Passed
TEST CASE 1. Verify the application rolls back the install and restores machine back to previous state (Req:2.10) 

(IF APPLICATION DOES NOT USE WINDOWS INSTALLER FAIL THIS TEST CASE. LOG N/A IF APPLICATION IS CLICKONCE.)
	Check point
	Result
	Reason

	3. The application must roll back the install at failure and restored the machine back to its previous state.

	
	


Result: Passed
TEST CASE 1. Verify the application is Restart Manager Aware (Req:3.1) 
	Check point
	Result
	Reason

	5. Using the Restart Manager Tool the application was able to be shutdown via the RMShutdown API quietly without user interaction while idle and restarted
	
	

	6. if the application was designed to restart after shutdown.
	
	

	7. The application must be idle and must not be running or performing any operations while performing this test case.


	
	

	8. There must be both an Information message with “Source” listed as RestartManger for each shutdown and restart action performed by Restart Manager in the Windows Application Logs on each executable above
	
	


Result: Passed
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